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Kk npukazy MOK «Jlaitm-3aiim» (O0O)
oT «31» mast 2019 Ne 15

Pexomenpanum no 3ammre nHpopmManuu
B LleJIAX NPOTHBO/AECTBHS HE3AKOHHBIM (PMHAHCOBBIM ONEPALUAM

B cBsa3u ¢ npumeHeHuem aunamu, nosb3yrommumucs ycayramu MOK «Jlaitm-3aiim» (00O)
(maymee COOTBETCTBEHHO — KIHEHTHI, OOIIECTBO), aBTOMATH3MPOBAHHBIX CHCTEM JUIs TOJIyYCHHS,
MOJATOTOBKH, 00pabOTKM, Tepenaud W XPaHEHUs B DIEKTPOHHOW Qopme wuHPopMaruu (naiee
COOTBETCTBEHHO - aBTOMaTU3UPOBAHHbBIE CUCTEMBI, 3allluiiaemMasi HHpopmarus):

— cojiepaKalleill IepCcoHalIbHbIE TaHHBIE KIIMEHTA;

— cojieprKalleiicsl B JOKyMEHTaX, COCTABISIEMbIX MPU OCYIIECTBICHIUH (PMHAHCOBBIX ONepaIuii;

— HEOOXOJMMOM MJisi aBTOpU3AIMM B IIENIAX OCYILECTBICHHUS (DMHAHCOBBIX OIEpaluii u
yIIOCTOBEPEHHUSI IIPaBa PacropsKaThCs ACHEKHBIMH CPEJCTBAMHU WIIM MHBIM UMYIIECTBOM,

— 00 OCYIIECTBIICHHBIX (DMHAHCOBBIX OIEPAIIHSIX,

OO0miecTBO mpeAynpexaaeT KIMEHTOB O HEOOXOAMMOCTH OCYIIECTBISATh 3alIUTy YyKa3aHHOM
UH(POPMALIMU B CBSA3H C HATMYHEM BO3MOXHBIX PUCKOB IOJIyYEHHs] HECAHKIIMOHMPOBAHHOTO JOCTYIIa
K HEH C IeNnpl0 OCYIIECTBICHUs ()MHAHCOBBIX OMEpalMid JHUIAMH, HE OOJAJAIOUIMMHU TPaBOM HX
OCYIIIECTBJICHUS, U C ITOU LEJIbI0 PEKOMEHAYET CIEAYIOLIEe!

1. Jlna npeaorBpamieHdsi HeCAHKIMOHMPOBAHHOIO J0CTyNa K 3amuinaeMoi uHdopmanuw,
KOHTPOJISI KOH(pHUrypauum ycTpoicTBa, ¢ HCNO0JAb30BAHUEM KOTOPOro KJIHEHTOM COBEepIIAKTCSH
AeficTBHUSA B LeJISIX OCYIIeCTBJIeHHs (PMHAHCOBOM ONepanyu:

1.1. He cooOuiate NoCTOPOHHUM JIMLIaM, B TOM 4Hcie B ceTu VIHTepHeT, nepcoHallbHbIE JaHHbIE UIIH
uH(popMaLri0 0 (PUHAHCOBBIX ONepanusaX, 0 0AaHKOBCKHUX KapTax (cueTax), JOTMHBI U MapoJiv
JIOCTYIIOB, MCTOPUIO OMepanuii, Tak Kak 3TH JaHHble MOTYT OBbITh IEepeXxBaueHbI
3JI0YMBIIIJIEHHUKAMU ¥ MCII0JIb30BaHbI JJIs OJYyYEHUs J0CTYIA K 3aluiiaeMoi nHpopMaluu.

1.2. He 3anuceIBaTh JIOTUH U NApoJib HAa Oymare, MOHUTOpE, KJIaBUAaType U MHBIX YCTPOMCTBaxX, najee
— YCTPOMCTBA), C UCIOJIB30BAHUEM KOTOPBIX OCYILECTBISIOTCS (PMHAHCOBBIE ONEPAIIUH.

1.3. He ucnonp3oBaTh (PyHKIMIO 3aTIOMUHAHUS JIOTUHA U TTAPOJIS.

1.4. He ucnonb3oBaTh OAMHAKOBBIE JIOTUH U MapOJIb VI JJOCTYIA K PAa3IUYHBIM CHCTEMaM.

1.5. Hcnonb3oBarh CII0)KHOCOCTABHBIE MAPOJIH, KOTOPBIE COJIEPKAT MPOMUCHBIE U CTPOUHbIE OYKBBI,
a TaKXe ClelHaJIbHble CHMBOJIbI, U HE COCTOSAT UCKIIOYUTENBHO U3 UMEH, HOMEPOB Tese(hOHOB U
NaMsTHBIX J1aT.

1.6. PerymsipHO IPOM3BOIUTH CMEHY TAPOJIEH.

1.7. Tlo BO3MOXKHOCTH COBEpILATh ONEpaIMM TOJIBKO CO CBOETO JMYHOI'O CPEACTBA JIOCTYIMA B LIEIX
COXpaHEeHUsI KOH(DUIECHIIMATbHOCTH NEPCOHANBHBIX JaHHBIX M MHOM 3aluiiaeMol nHpopMaIuu.

1.8. 3aBepmate ceaHc pabOTBI €  DIEKTPOHHBIMH  CETEBBIMH  pecypcaMH,  HCHOJb3Ys
COOTBETCTBYIOIIUN MyHKT MEHIO (Harpumep, «BbIiTn).

1.9. Ilpu nmepenaue uHGOpMAIMK C HCIOJB30BAHHEM YYKHUX KOMIIBIOTEPOB HJIM WHBIX CPEACTB
JOCTyNa, HE COXpaHATh Ha HHUX MEpPCOHAIbHBbIE JAHHBIE M JAPYryl0 HHGOpMaIuio, a Mocie
3aBepILEHHs BCeX onepanuil yoOeauThes, 4To NepCOHANbHbIE JaHHbIE U JIpyras uH(opManus He
COXPaHWJIUCH.

1.10. He mnepenaBaTh HHUKaKoW IepcOHATbHOW W HMHOM KOH(MUIACHUMAIBHOW HWHGpOpMALMK MpU
MOJIyYUEHUU THCEM [0 DJJEKTPOHHOM IouTe OT SKOOBI MpeacTaBuTeNell OaHKOB U HHBIX
(MHAHCOBBIX OpraHU3aIUi, €CIIU MOJTY4YEeHUE TaKUX MMMCEM HHUIIMMPOBAaHO He Bamu.

1.11. He nepexoauTh MO CChUJIKAM B TaKMX MHCbMax, HE OTKPHIBaTh BIIOKEHHBIE MIPUIIOKEHUS (TaKue
pecypchl MOTYT COZIEpKaTh BPEJOHOCHOE MPOrpaMMHOE 00ecieueHue).

1.12. He 3BoHUTH 10 TenedoHaM, yKa3aHHBIM B IMOJJOOHBIX MMChMaX, U HE OTBEYATh HA HUX.

1.13. Ins cBsA3M UCHOJIB30BaTh HOMepa TeleOHOB M DJCKTPOHHBIC ajpeca, YyKa3aHHbIE Ha
ouIManbHBIX caliTax BiaJesbLeB (PUHAHCOBBIX CEPBHUCOB.

1.14. Tlpu perucTpanuy Ha UHTEPHET-CalTax BCErJa M3MEHSTH Maposid, KOTOpble Mpuxoaar Bam mo
3JIEKTPOHHOM MoYTe.



1.15.
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1.20.

KonTponupoBarh KOHQUrypaluio YCTpOICTBa, C HCIOJIB30BAHHMEM KOTOPOTO COBEPILIAIOTCS
NecTBUSL B LESX OCYIIECTBIEHUS (uHAHCOBOW omepanuu. He 3amyckarb Ha CBOeM
KOMIIbIOTEpE, TelaeQOHe U/UITM NHOM YCTPOICTBE, cofepKalleM aBTOMaTU3UPOBAHHYIO CUCTEMY,
HE 3aCIIy’)KMBAIOLIUX J0BEpUs HCTOYHUKOB.

Hcnonp30BaTh aHTUBUPYCHOE MPOTrpaMMHOE OOecleyeHHe M MEXKCETEBbIe JKpaHbl C LIEJbI0
CBOEBPEMEHHOT0 0OHAPY)KEHUS BO3/ICHCTBHSI BPEIOHOCHOTO KOJIa

PerynsipHo npon3BoAUTs OOHOBJICHHE CUCTEMHBIX M MPUKJIAJHBIX TPOrPAMMHBIX CPEJCTB.

B cnydae oOHapyeHUS MOAO3PUTENBHBIX ICHCTBHIA, COBEPIICHHBIX B aBTOMATH3HPOBAHHOU
CHUCTEME YCTpOMCTBa, HE3aMEIMTEIbHO CMEHUTh JIOTMH U Mapojib U COOOLIUTH 00 3TOM B
OO61wecTBo.

[Ipu ytpate (moTepe, XHUIIEHUH) KIHMEHTOM YCTPONCTBA, C HCIOJIb30BAaHUEM KOTOPOTO UM
COBEPILAINCH JICHCTBUA B LIEISIX OCYIIECTBICHUS (PMHAHCOBOH Omepanuy — He3aMeUIUTEIbHO
COO0IIUTH 00 ATOM JAOCTYIHBIMH CPEACTBAMHU CBsI3U B OOI11ECTBO.

IIpy HanM4YMKM HECAaHKIIMOHUPOBAHHBIX IEHCTBUM C JCHEKHBIMU CPEICTBAMM, UHBIX HE3aKOHHBIX
(GbuHAHCOBBIX oOlepaluii — He3aMeUINTEIbHO TMOoAaTh 3asBiICHHE O JaHHOM (akTte B
IIPaBOOXPAHUTENBHBIE OPTraHbl M COXPAHUTh JOKA3aTEIbCTBA TAKUX JECHCTBUN B YCTPOUCTBE.

2. Jlas 3a10MTHI OT BO3JECTBHUSI MPOrPAMMHBIX KOJI0B, MPUBOASIIMX K HAPYIIEHUIO IITATHOIO
(YHKIIMOHMPOBAHMSA  CPeACTBA  BBIYHMCJIUTEJBHONH  TEXHHKH (BpeOHOCHBI  KOX),
CBOEBPEMEHHOI0 OOHApPY:KEeHHUS BO3AEHCTBHS BPEIOHOCHOI0 KOAAa B LeJAX NMPOTHBOAEHCTBHUS
HEe3aKOHHBIM (PUHAHCOBBIM ONEPALMAM
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B aBTomatu3upoBaHHOM cucTemMe ycrpoiicTBa KilMEeHTa JOJDKHBI NPHUMEHSTBCS TOJBKO
ounnanbHO NPUOOPETEHHBIE CPEACTBA AHTUBUPYCHOM 3aILUTHI.

YcraHoBKa W peryisipHoe OOHOBJIEHHE CPEJICTB  AaHTUBHUPYCHOM  3alUTBl  JOJIKHBI
OCYILIECTBIIATHCS B COOTBETCTBUU C TEXHUUYECKOHN TOKYMEHTALUEH.

B mensx oOecrnedeHuss aHTUBUPYCHOH 3alIUThl TPOM3BOIUTCS AHTUBHUPYCHBIH KOHTPOIb
aBTOMATU3UPOBAHHOM CUCTEMBI Y CTPOICTBA.

O0s13aTeNbHOMY aHTUBUPYCHOMY KOHTPOJIIO TMOJUIEKUT BCSI HHPOpMAIIHSL.

K nmpuMeHeHHI0 T0MYyCKarTCs TOJIBKO JUIICH3UOHHBIE aHTUBUPYCHBIE CPENICTBA.

[Ipu pabore Cc HMHBIMU HOCUTEISIMH HHPOpMAIMM HEOOXOAMMO INiepe]] HadaioM padoThl
OCYILIECTBUTDH UX MPOBEPKY Ha MPEAMET OTCYTCTBUS KOMIIBIOTEPHBIX BUPYCOB.

3amuTa OT BUPYCOB COCTOMT U3 HECKOJbKMX JTanoB. Ha mepBoMm 5Tame BBINOIHSIOTCS
peryisipHele npoduiIakTHueckue padoThl IO BbISIBIEHHIO BHpycoB. Ha BTOopoM 3tame
MPOU3BOJIUTCS AHAJINW3 CUTYal[Md NpPOSBICHHUS BUpyca (BUPYCOB) M NpUYUHBI mosiBieHus. Ha
TPEThEM JTale BBINOIHACTCA YHUUYTOKEHHE BHUpyca (BHPYCOB) U3 aBTOMAaTH3MPOBAHHOM
CUCTEMBI Y CTPOMCTBA.

SpAbIk 118 3amycka aHTMBHPYCHOW IPOTpamMMbl JIOJKEH OBITh BBIHECEH Ha OCHOBHOM 3KpaH
VYcrpoiicTsa.

OOHOBIIEHNE AaHTUBUPYCHBIX MAKETOB OCYLIECTBISAETCS HA IIOCTOSHHONW OCHOBE.

KnueHT nomKeH ocCylecTBISATh PEeryisipHbI KOHTPOJIb pabOTOCHOCOOHOCTH AHTHUBHUPYCHBIX
nporpaMM, OOECHEeYUTh HEBO3MOXKHOCTH CaMOBOJIBHOTO, JIMOO HECaHKIMOHWPOBAHHOIO
OTKJIFOUEHHUS CPEJICTB aHTUBUPYCHON 3aIUTHI.

Hactpolika mapamMeTpoB cpeicTB aHTUBUPYCHOTO KOHTPOJISI OCYILECTBISIETCS B COOTBETCTBUHU C
PYKOBOJCTBAMH I10 IPUMEHEHUIO0 KOHKPETHBIX aHTUBUPYCHBIX CPECTB.

Oco6oe BHUMaHUE JIOJKHO OBITH YIIEIEHO aHTHUBHPYCHOW (MIBTpaluHu Tpaduka 3J1eKTpOHHOTO
HIOYTOBOI0 OOMEHa.

Jlyuymield mpakTUKON SBISAETCA IMOCTPOCHHME SIIEIOHUPOBAHHOM IIEHTPAIM30BAHHON CHUCTEMBI
AQHTUBUPYCHOMW 3aIUTHI, [IPeyCMaTPUBAIOLIEH UCIIOJIb30BAHUE CPEJCTB AaHTUBUPYCHOM 3alIUThHI
pa3IMYHBIX MPOU3BOJIUTENIEH U HX DPA3AEIbHYIO YCTAaHOBKY B aBTOMAaTHU3MPOBAHHOH CHCTEME,
MOYTOBBIX PECypcax U MEKCETEBbIX IKpaHaX.

AHTHBHpYCHasi TporpaMMa JOJDKHa o0ecreyrBaTh COXpaHEHHE OE€30MacHOr0 COCTOSHUS
aBTOMATU3UPOBAHHOM CUCTEMBI ITPU CBOUX COOSIX.



